BadgerSoft ABC Topic List — Security & Privacy

Version: 1.0 — April 2026

Platform: SharePoint Framework (SPFx)

Disclaimer

This document is provided for informational purposes only. It does not constitute a security certification,
warranty, or guarantee. No rights can be derived from this document. Your organization is responsible
for performing its own security assessment before deploying any third-party solution. Information in this

document reflects the state of the product at the time of writing and may change in future versions.

How it works

BadgerSoft ABC Topic List is a standard SharePoint Framework (SPFx) client-side web part. It reads items
from a SharePoint list selected by the page editor and displays them as an alphabetical (A-Z) overview
with a configurable detail view. It uses the SharePoint REST API through PnPjs, running under the current

user's existing session and permissions.

All code and assets are bundled inside the . sppkg package — nothing is loaded from external sources at

runtime.

Permissions

This web part requires no additional permissions beyond what comes standard with SPFx:

e No Microsoft Graph API permissions
e No Azure AD app registration
e No webApiPermissionRequests in the solution manifest

e No admin consent prompts during deployment

Tenant admins can verify this: the App Catalog will show zero API permission requests for this package.

Data handling



Topic Details

SharePoint list items (including configured detail
fields and attachments), column metadata, and

LR site theme — all via the standard SharePoint
REST API
Data written None — the web part is read-only

Configuration is stored in the web part's

Data stored standard property bag on the page

User data collected None
Telemetry / analytics None
Cookies / local storage None

The web part operates within SharePoint's standard permission model. Users only see list items they
already have access to.

When a Person field is configured in the detail view, the web part loads user photos from the standard
SharePoint endpoint (/_layouts/15/userphoto.aspx). This is an internal SharePoint URL — no third-
party photo service is contacted.

External connections

The web part makes one external call, and only in a specific scenario:

What When Data sent

License validation via
BadgerSoft proxy (Azure
Functions, West Europe)

Only when a page editor opens

Tenant ID + product identifier
the property pane

This call is not made during normal page viewing. No user data, list content, site URLs, or other tenant

information is included.
If the license proxy is unreachable, the web part continues to function normally.
User-initiated links

Some configurable display options produce hyperlinks that the end user may click. These are not
automatic network calls — the browser only navigates when the user actively clicks:



Feature

Location field with map link

Profile click behavior — Custom link

Items with a direct link

Deployment

Setting
skipFeatureDeployment

includeClientSideAssets

isDomainIsolated

Destination

https://www.google.com/maps/seaxch/?
api=1&query=.. (only when the user clicks the
address)

The URL pattern configured by the page editor
(e.g. an internal HR system)

The URL stored in the configured Hyperlink
column (per item)

Value
true — tenant-wide or per-site, admin's choice
true — all assets inside the package

false — standard for SPFx web parts that read
list data

Deployment requires only a SharePoint admin with App Catalog access. No Azure AD admin, Global

admin, firewall changes, or service accounts needed.

At a glance

Question
Graph API permissions required?

Azure AD admin consent required?
Sends data outside the tenant?

Collects personal data?
Telemetry or analytics?
Loads external scripts or resources?

Writes data to SharePoint?

Answer
No
No

Tenant ID only, during page editing, for license
validation

No
No
No

No



Question Answer

Requires firewall or proxy changes? No

Contact

Security questions: m365.badgersoft.nl Privacy policy: m365.badgersoft.nl/privacy Terms of use:

m365.badgersoft.nl/terms



https://m365.badgersoft.nl/
https://m365.badgersoft.nl/privacy
https://m365.badgersoft.nl/terms

